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HiStOFy of High-Speed Curve Cryptography over Prime Fields
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Point Addition ona Hyperelliptic Genus-2 Curve
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Point Addition ona Hyperelliptic Genus-2 Curve
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Kummer: smaller Field But More Operations
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Structure of the Kummer-Based scalar Multiplication
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Architecture of the Single-Core Implementation
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Techniq ues for Designing the Modular Multiplier

071 Multiplier computes and accumulates all digit-products in parallel
02 Use non-standard tiling to reduce DSP slices

03 Combine multiplication and reduction for better performance
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Modular Multiplication using IVlersenne primes M, = 2P — 1
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Regroup the Digit-Products on a Bit-Level
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Scheduling the Field Operations for a Scalar Multiplication
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Scheduling the Field Operations for a Scalar Multiplication
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Single-Core: Performance and Area Results
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Multi-Core: performance and Area Results
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Three Take Home Messages

071 Kummer based key exchange enables high-speed DH on FPGA
02 Difficult comparison due to very specific hardware optimization

03 HECC is an interesting alternative to ECC, but more research is required
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