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Background: Boomerang Distinguishers

The whole cipher is seperated into two parts.

Under an independence assumption, these two differential
characteristics can be connected.




Background: Boomerang Distinguishers

A new part is seperated out.

To analysis the connectivity of two characteristics, new
cryptanalysis is put on the middle part.

Typically, cryptanalysis on E,, is reduced to that
on the non-linear operations.
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Background: Boomerang Tables

Boomerang Connectivity Table (BCT)
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Motivation
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BCT, (A, AV, V)
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The previous result was given by Cid et al..

In fact, the result can be derived from BCT
on S-boxes. View the modular addition as
a special S-box:

S(L||R) = (L + R)|| R



Motivation
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Our Contributions

Design a dynamic programming algorithm to compute the BCT and
its variants of the modular addition.

Construct SAT models for these tables.

Take Speck and LEA as examples, and improve the previous results.



Compute BCT,

Relations between modular addition (subtraction) and XOR

W, y=1z®ye carry0,(z,y)
cB,y=28,58,1=29 7 carryl, (z,7)

Function ¢ = carry0, (z, y)

c[i]_{o i =0
C\(zfi =1 Ayt 1))@ (zi — 1] Acli — 1)) (y[¢ — 1] Acli—1]) >0

Function b = carryl, (z,y)

Mﬂz{l. | | | . | t=0
([t — 1 Ayt —1]) @ (z[i — 1] Abi —1]) B (y[i — 1] ADb[i —1]) i>0




Compute BCT,

BCTn(Alv A'PJ vla VT)

= #{(L,R) € Fy x Fy | (((L H, R) @ V;) By (R®V7-)) - ((((L@Al) B, (R® A,)) @vl) =N (R@AT®V7~)) = Ag}

c1 = carry0,(L, R)

by =carryl (LOGRDc1®V,,R®V,)

co = carry0, (LD A, R® A,)

by =carryl (LOAGROA, ®cadV,,ROA, dV,)

BCTn(Ala Ara Vla VT)

= # (L,R)EF;XF3|Cl@b1@CQ@bQZO}

- #{(L,R) e B x F2 | Vi € [0,n — 1], c1[i] @ bi1[i] @ cafi] @ bali] = o}



Compute BCT,

BCT, (AL A,, V), V,) = #{(L, R) € T2 x 2 | Vi € [0,n — 1], ¢1[i] ® b1 [i] ® esli] ® boli] = o}

Every equation ci[i] @ b1[i] @ ca[i] @ bo[i] =0 is a restriction on L[i — 1] and R[i — 1].
What about L[n — 1] and R[n — 1] ? FREE!

The four bit string ci[i]||b1[4]||c2[4]]|b2]i] can only take 8 possible values:
Sgcr = {0000, 0011,0101,0110,1001, 1010, 1100, 1111}



Compute BCT,

BCT, (A}, A,,V,,V,) = #{(L, R) € B2 x B2 | Vi € [0,n — 1], ¢1[d] @ by [i] @ esli] @ bali] = o}

BCT”(Ala A, Vi, vr) —

e

S

Lin—-1]=0,Rn —1] =0,c1[n — 1]||b1[n — 1]||ca[n — 1]||b2[n — 1] = 0000

Lin—1]=0,R[n—1] =0,c1[n — 1]||b1[n — 1]||c2[n — 1]||b2[n — 1] = 0011

Lin—1=0,Rn—1] =1,c1[n — 1]||b1]n — 1]|[ca[n — 1][|ba[n — 1] = 0000

Lin—-1=1,R[n—1] =1,c1[n — 1]||b1[n — 1]||ea[n — 1]||b2[n — 1] = 1111



Compute BCT,

BCT, (A}, A,,V,,V,) = #{(L, R) € B2 x B2 | Vi € [0,n — 1], ¢1[d] @ by [i] @ esli] @ bali] = o}

s @ LR afn— b= e — Dbl —1] = v
- Z #{ eFy ' xFy ! |Vj € [0, — 2], c1[j] @ b1[j] © calj] @ balj] = 0}

'UESBCT

=4x Y  f(n-1,v)

’UGSBCT

NEW GOAL: how to compute function f(n —1,v) ?



Compute BCT,

f(n—l,v)z#{(L”‘l,R”‘l) e ]Hbl[n—1J||cz[n—1]||bz[n—u—vO}

Vi€ [0,n—2],c1]j] D bi[j] D calj] @ baly]
— Lin—=2]=0,R[n—2]=0,c1n —2|||bi[n — 2]||ca[n — 2]||bs[n — 2] = 0000
Lin—2]=0,R[n—2| =0,ci1[n — 2|||by[n — 2]||cz[n — 2|||ba|n — 2] = 0011

fln—1,v) — Lin—2] =0,R[n - 2] = 1,c1[n — 2]||b1[n — 2[|[c[n — 2][|bs[n — 2] = 0000

— Ln-2]=1,Rn-2]=1,c1[n - 2]||bs[n — 2| can — 2]||b2[n — 2] = 1111



Compute BCT,

fm—lw%=#{@”ﬂR“U A N mmm—wm@m—uwmn—u—vo}

Vi € (0,n — 2], c1[j] @ b1[j] @ ca[j] S balJ]
— Lin—=2]=0,R[n—2]=0,c1n —2|||bi[n — 2]||ca[n — 2]||bs[n — 2] = 0000
Lin—2]=0,Rn—2|=0,c1[n — 2]||b1[n — 2]|ca|n — 2|||b2[n — 2] = 0011

—1 —_
fln=1,0) Lin —2] = 0, Bfn — 2 = 1, [ — 2]y — 2 sl — 2ol — 2 = 0000

— Lin-2]=1,Rn-2]=1,c1[n — 2}||br[n — 2]||ca[n — 2] ba[n — 2] = 1111

g(u, v, L[’L], R["’]a Al[i]a A’r[i]a vl[i]a V'r[z])

Denote whether the chosen values of Lin — 2] and R[n — 2] are valid.




Compute BCT,

_1.0) = n-1 pn-1 nl ., En-1 ci[n — 1]||bi[n — 1]||ca[n — 1]||b2[n — 1] = v
f(n—1,v) #{(L ,R"™) e Fy~ x T} |‘v’j€[0,n—2],cl[j]@bl[j]@cz[j]@bz[j]:()}

— Z Z g(u,v,L[n—1},R[n—2],Al[n—2],AT[n—2],Vl[n—2},V,n[n—2])f(n—2,u)
uESpcr Lin—2|,R[n—2]€F,

- Z f(n—2,'u,) Z g(u,’U,L[’n—Q],R[?’L—2],Ar[n—2],vl[n—2],vr[n_2])

UESBCT L[n—2],R[n—2]6F2

= Y T(u,v,An—2],An — 2], Vi[n — 2], V,[n — 2]) f(n — 2,u)

uESpeT

Recursive definition again!



Compute BCT,

Let Sher = {0000,0011,0101,0110}. Foru,v € Shop, denote f'(i,v) = £(i,v) + f(i,v) and

T (u, v, Ald], A, [i], Vi[i], V. [i])

Th = T(u,v, Ali], Ar[i), Vili], Vi [i]) + T'(u, v, Ali], Ar[i], Vili], V2o[i])
en

(1 +1,v) Z T' (u,v, A3, Arld], Vili], Vi [2]) £/ (2, u)

uESBCT




Compute BCT,

Algorithm 1 A dynamic programming algorithm to compute f.

1. procedure DP(n,v, A, A, V, V) > The value of f(n,v) where v € Sper
2. Initialize a hash table T}, such that, for all u € Sgcr, Tup[u] = 0 except that
po[0101] = .1
for alli € {0,1,2,...,n—1} do
Initialize a hash table T, such that T}, [u] = 0 for all u € Spcr;
for all u € SBCT do
for all v’ € Sgcr do

Look up the value T'(v/, u, Ay[i], A, [i], Vi[i], V- [i]). Assume that it is ;

T [u] <« T [u] + & x Ty,[u'];
B po — po,
10: return Ty, [v];

f(n,v) = Z T (u,v, Ay[n — 1], Ap[n — 1], Vi[n — 1], V,[n — 1)) f'(n — 1,u)
u€Spar

lBooIeanize (whether f'(n,v) is non-zero or not)

fi(n,v) = max T, (u,v,An —1],A,[n—1],Vin—1],V,.[n—1]) fi(n — 1,u)

UESL ot



Compute BCT,

Algorithm 3 A dynamic programming algorithm to check an entry in BCT.
1: procedure 1SZERO(n, A, A, V. V)

Initialize a hash table Ty, such that, for all u € Sgcr, Tup|u| = False except that
Tap[0101] = True;
3: for alli € {0,1,2,...,n—1} do
4: Initialize a hash table Tép such that T:tp [w] = False for all u € Sper;
5: for all u € Sr do
6: for all v’ € S do
T: | Look up the value T} (u', u, Ay[i], A [i], Vi[i], V.. [i]). Assume that it is ¢;
8: Taplul & Tgplul V (A Tup[u']):
9. | po — Tép L
10: sum + False; _
11: | for all u € S,y do check whether the BCT entry is non-zero or not.
12: - sum + sum V Ty, [ul;
13: return sum; > sum is True if the entry is non-zero and False if it is zero.

fi(n,v) = max T} (u,v, Ain — 1], A;[n —1],Vn —1],V,.[n—1])fi(n — 1,u)

I
UE SBCT



Modelling: Partial BCT

If, for allu € Sgor, we have T'(u,u, Alfi — 1], A, [i — 1], Vi[i — 1], V,[i — 1]) # 0, then

S Flhoy=4x Y fli—1u)

! !/

Note that: BCT,(A,A,,V,V,)=4x )  f'(n—1,v).

'UES]’_}CT



Modelling: Partial BCT

If, for allu € Sgor, we have T'(u,u, Alfi — 1], A, [i — 1], Vi[i — 1], V,[i — 1]) # 0, then

Y fliv)=4x Y fli—1,u)

vESH o u€ESEor

A Heuristic Trick (Partial BCT)

If £ out of m — 1 these equations are required to be satisfied, the resulting
BCT entry would be 4*¢. That is, just express k restrictions

“for all w € Sper, T'(w,u, Atfi — 1], A i — 1], Vi[i — 1], V. [i — 1]) #0'

" as boolean expressions.




Modelling: Partial BCT

A Heuristic Trick (Partial BCT)

If k£ out of n» — 1 these equations are required to be satisfied, the resulting
BCT entry would be 4*™¢. That is, just express k restrictions

“for all we Sger, T'(u,u, Ajfi — 1], A, [i — 1], Vi[i — 1], V,[i — 1]) £ 0

" as boolean expressions.

8188 |8 | expect:4Filgwithg>1 [ 277"
8101216 2 (2?2 |7?
s 12112 — A EAERE
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Modelling: Partial BCT

A Heuristic Trick (Partial BCT)

If k£ out of n» — 1 these equations are required to be satisfied, the resulting
BCT entry would be 4*™¢. That is, just express k restrictions

“for all we Sger, T'(u,u, Ajfi — 1], A, [i — 1], Vi[i — 1], V,[i — 1]) £ 0

" as boolean expressions.

Fact: Currently, we lack enough knowledge about q.

The resulting partial BCT still contains values with g < 1.

Our experiments showed that the models always return BCT entries
with values around 4%*1.



Modelling: The Complete Model

Algorithm 3 A dynamic programming algorithm to check an entry in BCT.

1:

k2

procedure 1SZERO(n, A, A, V. V)
Initialize a hash table Ty, such that, for all u € Sgcr, Tup|u| = False except that
Tap[0101] = T'rue;
for alli € {0,1,2,...,n—1} do
Initialize a hash table Tép such that T:tp [w] = False for all u € Sper;
for all u € Sr do
for all v’ € S do
| Look up the value T} (u', u, Ay[i], A [i], Vi[i], V.. [i]). Assume that it is ¢;
| T ] Th [V (¢ A Taplu];
: po — TL.E_E; l
- Sarelge —~ """ | o I |
for all u = S;:SCT do : (1) Vu € SBCT?po[u] - ;\/f (Tb(u y Uy Al[z]a A?‘[z]a Vl['lr], VT[Z]) A\ po[u ])
- sum + sum V Ty, [ul; | WESser
return sum; > sum is Thue if the entry is non-zero and False if it is zero.

> (2) fi(n —2,0000)V fi(n —2,0011) V fi(n — 2,0101) V f,(n — 2,0110) = True



Modelling: The Complete Model

A Heuristic Trick (Partial BCT)

If k& out of n — 1 these equations are required to be satisfied, the resulting
BCT entry would be 4*™¢. That is, just express k restrictions

(3)

“for all w € Shor, T'(w,u, Afi —1],A,[i — 1), Vi[i — 1], V,[i — 1]) # 0"

_as boolean expressions. )
[ Zapl™T~ *dp[™T ¥ \"  =ap[= 1/’
9.‘_ _ 1 _;'.:dﬂ_‘i— T'i.E; ________ \Z
101 | sum + False; ' , , o _ , _ . ,
11 for all u € S} do : (1) Yu € Spor, Tgylu] = \/ (T (w', u, Ag[d), A [2], Vid], V, [i]) A Tgp[u])
T’z': - sum + sum V Ty, [ul; I WESher
131 return sum; > sum is Thue if the entry is non-zero and False if it is zero.

> (2) fi(n —2,0000)V fi(n —2,0011) V fi(n — 2,0101) V f,(n — 2,0110) = True



Modelling: The Complete Model

Set the product of the probabilities of two differential characteristics as the
objective function and maximize it.

Compute the probability of the switch and obtain the total probability.

Tweak the threshold and repeat step 1 and step 2 until a desired boomerang
distinguisher is found.

It is fast but may miss better characteristics.

Suitable for long characteristics or complicated switches.



Modelling: The Complete Model

Set the product of the probabilities of two differential characteristics as the
objective function. Set the threshold to 0. Then, maximize it. This step
returns the upper bound of the probability of boomerang distinguishers.

Set the threshold and the upper bound of the probability and enumerate all
the charateristics. Take the largest cluster and enumerate all possible
characteristics in it. Compute the probability of the cluster and return.

Tweak the threshold and upper bound. Repeat step 2 until a desired
boomerang distinguisher is found.

It is slow but can take the advantage of clustering effect.

Suitable for short characteristics or simple switches.



The Results

: —log, Prob.  Input difference  Output difference

Cipher  Rounds —per ™ rotp — of B (hed) of E; (hex)
29.15 27.34 2800 || 0010 8102 || 8108
SPECK32/64 10 29.17 27.39 0014 || 0800 8000 || 840a
29.78 28.43 2800 || 0010 0040 || 0542

44.15 - 020082 || 120200  0080a0 || 2085a4

SPECK48/72 12 46.41 - 820200 || 001202 800084 || 8400a0

47.93 - 820200 || 001202 008400 || 00a084

Table 5: The Estimated Probabilities of the Switch in LEA

Method Prob. Time”
[KKS20] 0.661755 221 milliseconds
ARXtools 0.710850 34 seconds
Our SAT-aided Method 0.708521 17 hours
Experimental Evaluation 0.71 17 hours




Our Technique VS ARXtools

The dynamic programming algorithm and ARXtools are based on the same

property of modular additions, but they are constructed from two different
perspectives.

From our perspective, more mathmatical properties behind the modular
addition are revealed.

When estimating probabilities, ARXtools is faster and more precise.

EX Our technique is capable of searching characteristics, while ARXtools cannot.



Conclusion

Results:

A dynamic programming algorithm to compute the BCT entries of the
modular addition.

SAT models for partial BCT, LBCT, UBCT, and EBCT.
New results on Speck and LEA.

Limitations:

The current computations of BCT and its variants are not convenient to be
modelled.

The models for switches are large.
Optimal distinguishers are still unknown.

El Comparing with ARXtools, our computation of probabilities are slow.

All the codes are publicly available at https://github.com/0ONG/boomerang search




Thank you very much for your attention!



