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Definitions and the multiple-of-8 distinguisher
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Definitions and the multiple-of-8 distinguisher
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Definitions and the multiple-of-8 distinguisher
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Definitions and the multiple-of-8 distinguisher
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Definitions and the multiple-of-8 distinguisher

Subspace trails

Grassi, Rechberger and Rgnjom, ToSC 2016
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Definitions and the multiple-of-8 distinguisher

Subspace trails
Grassi, Rechberger and Rgnjom, ToSC 2016

F

U=V  if  VaeTFy, IbeFR: FU+a)=V+b.

F
Examples:
—_— _— .
> {0} = {0}
F F
/\ » U= IFQ’S
— = - .
i » D =C
R
F > C) = M,
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—
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The multiple-of-8 distinguisher

Grassi, Rechberger and Rgnjom, Eurocrypt 2017
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Definitions and the multiple-of-8 distinguisher

Our contribution starts here

Questions to answer:

» Is the maximal branch number necessary 7

» Can we adapt this distinguisher to other SPN 7
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Definitions and the multiple-of-8 distinguisher

Our contribution starts here

Questions to answer:

> |s the maximal branch number necessary 7 New proof

» Can we adapt this distinguisher to other SPN 7 Adaptation of the new
proof
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Proof for the distinguisher

A key lemma

Grassi, Rechberger and Rgnjom, Eurocrypt 2017
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Grassi, Rechberger and Rgnjom, Eurocrypt 2017
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Proof for the distinguisher

A key lemma

Grassi, Rechberger and Rgnjom, Eurocrypt 2017

1
~ =

Lemma

R R n R R
Dy =C = M, —-—» Dy = Cj) = My

2 2

Lemma
Let a € F38, I C [0,3], J C [0,3]. We define

n=#{{p° p'} with p°, p' € (M, + a) | R(p°) +R(p") € D,}.

Then n=0 mod 8.
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Proof for the distinguisher

Step 1: equivalence relation between pairs

In My
2-X0 X1 Z2 3-23 2'y0 i 22 3~Z3
X0 X1 3-z0 2-z3 Yo )%1 3-zp 2-z3
x 3-x1 2-z2 z3 ’ o 3y 2-z2 z3
3:x 2-x1 z3 3-vo 21 z3
Definition

p°, pt € (M, + a). The information set K of the pair {p°, p'} is

{k € {0,...,3} | diel DXk 7éy,-7k}.
It is K = {0,1} in the example.
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Proof for the distinguisher

2-x9 X1 z 3.z 20 N1 z 3-z3
X0 X1 3'22 2‘23 Yo 1 3'22 2-23
Xy 3-x1 2-z0 z3 ’ Vo 3w 2-z z3
3'X() 2‘X1 Z2 zZ3 3-y0 2-y1 Vip) z3
2-X0 4 wWo 3-W3 2~y0 X1 Wo 3'W3
X0 )%1 3-wo 2-wg Yo X1 3-wr 2-ws
X 3'y1 2w w3 ’ Yo 3xa 2-wa ws
3-x0 2:y1 w w3 3-0 2-xa  wp w3
Definition
p° Pt d°% gt € (M +a),P={p°p'},Q={d"q'}
P~ Q if:

» P and @ share the same information set K.
> Vke K,3be{0,1}: Vi€ l,q?, = pf, et a}y = pi ..
~ is an equivalence relation on the pairs of (M, + a).
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Proof for the distinguisher

Theorem
The function

A {p°% p'} — R(P°) + R(p")

is constant on the equivalence classes of ~.
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Proof for the distinguisher

Theorem
The function

A {p°% p'} — R(P°) + R(p")

is constant on the equivalence classes of ~.

Proposition

Let € be an equivalence class with information set K. Then

#¢ = 2lKI=1H8GE=IKD= o mod 8.
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Proof for the distinguisher

Lemma
If

n=#{{p% p'} with p°, p' € (M, + a) | R(p°) +R(p') € D,},

then n=0 mod 8.

Proof.

n=#A"Y(D))
=Y #(A(Dy)NQ)
e’

¢ Zor €

=0 mod38
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Proof for the distinguisher

What about the branch number ?

With a proposition of Grassi, Rechberger and Rgnjom, if b is the branch

number,
n —= #A_I(DJ)
= Z # DJ ﬁ @)
_ Z #(A7HD))Ne)
~—
¢ |K(C)|>b—|J| & or €
+ > #(ATD)Ne)
¢ |K(€)|<b—|J| %)

=0 mod38
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Proof for the distinguisher

First question answered

» Is the maximal branch number necessary 7 No

» Can we adapt this distinguisher to other SPN 7 Adaptation of the new
proof
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Generalisation of this proof framework

A few slides earlier...

ShiftRows MixColumns
Cy > ID, M,
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Generalisation of this proof framework
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ShiftRows MixColumns
¢ D, M,

Definition
pO’ Pl, CIO, ql € (M/ + a)7 P = {pov P1}7 Q= {q07 ql}
P~ Q if:
» P and Q share the same information set K.
> Vke K,3be{0,1}: Vi€ l,q?, = pP, et q}\ = piy.”.

~ is an equivalence relation on the pairs of (M, + a).
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Generalisation of this proof framework
A few slides earlier...

ShiftRows MixColumns
C ID, M,

Definition
pO’ Pl, CIO, ql € (M/ + a)7 P = {pov P1}7 Q= {q07 ql}
P~ Q if:

» P and @ share the same information set K.

> Vke K,3be{0,1}: Vi€ l,q?, = pP, et q}\ = piy.”.
~ is an equivalence relation on the pairs of (M, + a).
Theorem
The function

A {p°% p'} — R(P°) + R(p")

is constant on the equivalence classes of ~.
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Generalisation of this proof framework

What relationship between
M, and R makes it work ?
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Generalisation of this proof framework

What relationship between
M, and R makes it work ?

Hint:

basis of Mg > in the canonical
basis (basis on which
SubBytes is defined)

Daniel Coggia
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Generalisation of this proof framework

Basis g of V C IF3¢ for which the theorem holds
i.e. V is compatible with SubBytes:
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Generalisation of this proof framework

Basis g of V C IF3¢ for which the theorem holds
i.e. V is compatible with SubBytes:

o 0 0
* Y *
0 )\k’g’,' 0
*

0 0 Ah—1.,i
* ..
0 0 0
) )

80,i 8k,i 8h—1,i
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Generalisation of this proof framework

Basis g of V C IF3¢ for which the theorem holds

i.e. V is compatible with SubBytes: #¢ =0 mod 21
Nogi 0 0
* PRI *

0 )\k’g’,' 0

0 0 Ah—1,0,i
0 0 0
T T

80,i 8k,i 8h—1,i
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Generalisation of this proof framework

2
1
1
3
1 My is compatible with SubBytes.
3
2 2- X0 X1 X2 3- X3
1 X0 X1 3- X2 2. X3
3 X0 3-X1 2‘X2 X3 EMO
2 3:x0 2-x1 X X3
1
3
2
1
1
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Generalisation of this proof framework

First mixture differential

Grassi, ToSC 2018

aEF%g
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Generalisation of this proof framework

First mixture differential
Grassi, ToSC 2018

16
acF
2 U = vecty 4 (€01, 1,1)
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16
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Generalisation of this proof framework

First mixture differential

Grassi, ToSC 2018

16
a €l U= vect]Fzs(eo,l, e1) JC{0,1,2,3}: M,

P’ p',q° gt € (U+a)

0 (X0, 1), PlE(YOv)/I)

(Xoy)/1)7 ql = ()/0,><1)

p
¢°
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Generalisation of this proof framework

First mixture differential

Grassi, ToSC 2018

16
acF
2 U = vecty 4 (€01, 1,1)

P’ p',q° gt € (U+a)

0 (x0, 1), PlE(YO,)ﬁ)

(x0, 1), ¢* = (y0,x)

0

p
q

Then

RY(p%) + R*(p') € My < R*(°) +R*(q*) € M.

Daniel Coggia

JC{0,1,2,3}: M,
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Generalisation of this proof framework

Proof for the first mixture differential

U=2C_C ﬂ'DoJ
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Generalisation of this proof framework

Proof for the first mixture differential

U=CoNDgy;1 V =MonCoa
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Generalisation of this proof framework

Proof for the first mixture differential
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Generalisation of this proof framework

2
1
1
3
1
1 V is compatible with SubBytes.
3
2 2:-xp x1 00
X0 X1 00
X0 3 * X1 00 < v.
3- X0 2- X1 0 0
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Generalisation of this proof framework

An easy computation gives:

R(p%) = (Sbox(xo + a0.;), Sbox(x1 + a1 7))
R(p') = (Sbox(yo + a0.;), Sbox(y1 + a1.7))

R(g°) = (Sbox(xo + ag,i), Sbox(y1 + a1.7))
R(ql) = (Sbox(yo + ao,j), Sbox(x1 + a1.7))
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Generalisation of this proof framework

An easy computation gives:

R(p%) = (Sbox(xo + a0.;), Sbox(x1 + a1 7))
R(p') = (Sbox(yo + a0.;), Sbox(y1 + a1.7))

R(g°) = (Sbox(xo + ag,i), Sbox(y1 + a1.7))
R(ql) = (Sbox(yo + ao,j), Sbox(x1 + a1.7))

{R(p°),R(p1)}~{R(q%),R(q")} in the compatible coset (V + b)
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Generalisation of this proof framework

Theorem
The function

A {0 — R(ro) -+ R(rl)

is constant on the equivalence classes of ~.
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Generalisation of this proof framework

Theorem
The function

A {0 — R(ro) -+ R(rl)

is constant on the equivalence classes of ~.

= R*(p°) +R3(p") =R*(q°) +R*(q")
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Generalisation of this proof framework

Theorem
The function

A {0ty — R(0) +R(rY)
is constant on the equivalence classes of ~.
= R*(p°) +R*(p') = R*(¢°) + R*(q")
R R
Since Dy = Cj = My,

R*(p°) +R*(p") € My <= R*q") +R*(q") € M.
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Adaptation to other SPN ciphers
Midori
Banik, Bogdanov, Isobe, Shibutani, Hiwatari, Akishita and Regazzoni at
Asiacrypt 2015.

X0 Xa Xg X12
X1 X5 X9 X13
X2 X6 X10 X14

16
€ F1S

X3 X7 X11 X1
» Sbox : Fpg = Foa,d =4 0rd=38

» ShuffleCell SC (ShiftRows-type permutation)

» MixColumns with branch number 4

0111
1 011
MMixColumns = 1 1 O 1
1110
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Adaptation to other SPN ciphers

Leander, Tezcan and Wiemer at ToSC 2018:

The longest subspace trails are of the form:

. R R .
D = ¢ = MY
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Adaptation to other SPN ciphers

A basis of MB/“:

= = =

oL = - -

4 blocks = #C€ =0 mod 8.

el =

O R = = -
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Adaptation to other SPN ciphers

Multiple-of-8 distinguisher on 5 (out of 16 or 20) rounds for Midori even if
the branch number is 4:

2 ! 2

Adapted Lemma

. R R . . R R .
PM == M E DY = e = MY

#4{p°, p'} with p°, p' € DM +a | R*(p%) + R(p') € M}""} =0 mod 8
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Adaptation to other SPN ciphers

Klein

Lightweight blockcipher proposed in 2011 by Gong, Nikova and Law.

X0 X4
X1 X
> | TS,
X2 X6
X3 X7

> Sbox : Fps — Foe nibbles — F§* = F3; x Fg,
» RN: RotateNibbles
» MN: MixNibbles applies the AES MixColumns
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Adaptation to other SPN ciphers

Leander, Tezcan and Wiemer at ToSC 2018:

Longest subspace trail:
kil 2o, Rk
D = C = M;

Daniel Coggia
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MOK' basis:
2 .

.2

1 .

o1

1 .

o1

3 .

3

Daniel Coggia

Adaptation to other SPN ciphers

2
1
1 .
1 .1
.1 1
3 .1
3 .1
2 . 3 .
2 .3
1 . 2 .
1 . 2

2 blocks = #€ =0 mod 2.
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Adaptation to other SPN ciphers

Multiple-of-2 distinguisher for 5 (out of 12, 16 or 20) rounds for Klein:

1
2 A 2
R R Adapted Lemma R R

DA == M 5 D= M

#{{p°%, p'} with p°, p* € D' + 2 | R°(p°) + R3(p) e M} =0 mod 2
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Adaptation to other SPN ciphers

Conclusion

» Our generalised proof framework with algorithms of Leander, Tezcan
and Wiemer can find:

» mixture-differential distinguishers,
» multiple-of properties.

in a systematic way for any SPN.
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Adaptation to other SPN ciphers

Conclusion

» Our generalised proof framework with algorithms of Leander, Tezcan
and Wiemer can find:

» mixture-differential distinguishers,
» multiple-of properties.

in a systematic way for any SPN.

» Improvements highly limited by subspace trails

1
——

Adapted Lemma

R R
D =C = M, N D, = C) = My
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