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Contributions

Contribution-1 : Accelerating the Best Trail Search on AES-like Ciphers

® We accelerate Matsui’s search algorithm [Mat95] with

1. Strengthening the Pruning Conditions and

2. Employing Permutation Characteristics in Trail Search.
Perm = Shuf o Mix
® Strict pruning conditions are derived from Sub | Mix Shuf
s[s[s[s]
o the structure of AES-/ike ciphers. R _ |SIS|S|S mIvivlm
s|s|s]|s -
= Two rounds can be represented with Super-Boxes. SIS|S]S
3 . ° 3 . 3 X |_> Y |_) Z |_) X,
® Employing permutation characteristics in trail Search

+ An example of AES-like cipher’s round function
o allows to reduce the search space.

® Apply it to GIFT, PRESENT, AES, LED, MIDORI-64, CRAFT, and SKINNY.

> Trail searches get faster up to 1904 factors.

® Our implementation and codes can be found publicly in

https://github.com/jeffgyeom/Best-Trail-Search-on-AES-Like-Ciphers.
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Contributions

Contribution-1 : Accelerating the Best Trail Search on AES-like Ciphers

Cipher Best Trail Type | Range of Analysis Rounds | Total Elapsed Time

GTFT-64 Differential 2 ~ 28 (full-round) 0.390s™
Linear 2 ~ 28 (full-round) 9.755s*
o Dolﬂ"erentlal 2 ~ 40 (full-round) 89.0h'l
Linear 2 ~ 40 (full-round) 451.3h*

PRESENT Differential 2 ~ 31 (full-round) 7.280s
AES Differential 2~ 3 17.452s
Linear 2~ 3 21.009s

LED Differential 2~ 3 0.008s
Linear 2~ 3 0.013s

Differential 2~ 12 210.5h

MIDORI=6% s ear 2 ~ 16 (full-round) 74.2h
Differential 2~ 8 456.9h

CRAFT Linear 2~ T 3.2h

Differential 2~ T 27.6h

SKINNY-64

Linear 2~ T 256.1h

Differential 2~ 6 24.998s

SKINNY-128
Linear 2~ 6 0.5h

;

First analysis result on
full-round GIFT-128
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Contributions

Contribution-1 : Accelerating the Best Trail Search on AES-like Ciphers
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Contributions

Contribution-2 : Investigating the Most DC/LC Resistant BOGI-based CipheHr"

® GIFT-variants, called BOG/-based Ciphers, by replacing the existing S-box and bit permutation.

o Considered S-boxes : 2,654,208
} Totally, 237°° variants!
o Considered bit perms : 55,296

® Deduce equivalent combinations and take their representatives.

> Representatives : 2379 5> 41,472

® Minimum required rounds to prevent effective trails for DC/LC.

o Each representation gives 16-,32-,64-,128-bit BOGI-based ciphers.

® Search results show that there are GIFT-variants allowing
fewer rounds than GIFT.

o To prevent effective differential and linear trails,
o 2 rounds fewer than GIFT-64

o 3 rounds fewer than GIFT-128

Cryptographic Algorithm Laboratory

SGIFT SGIFT SGIFT SGIFT
BBGG BBGG BBGG BBGG

MGIFT

233923383398 237.
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+ Super-box of GIFT

SBDGI SB(JGI SBDGI SBDGI
b b b b
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I'{'%_ VYo i i_f"i'l T'f"I VO
R U O O N N O U R A A
ob i ob ' ob il _ob |

SB[]GI SB(JGI SBDGI SBDGI

*+ S-box and Bit-perm of BOGI-based Cipher
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Preliminaries
A M

AES-like Cipher

® An AES-like cipher applies an identical round function R in all rounds.

® The AES-like round function R = ShufeMixoSub consists of
1. S-layer Sub : nm identical w-bit S-boxes S are applied concurrently.
2. Mixing-layer Mix :n identical wm-bit matrix multiplications M are applied concurrently.

3. Shuffle-layer Shuf : shuffles nm w-bit words. Thus, Sub o Shuf = Shuf o Sub.

sub
Mix % Mo ) M ] M (M %
Shuf

« AES-like Round Function

® Depending on whether M is a bit permutation or not, we call R and the cipher as

o Bit permutation-based AES-like cipher : PRESENT, GIFT

> Non-bit permutation-based AES-like cipher : MIDORI, SKINNY, LED, CRAFT
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E

xamples

Preliminaries
A M

- PRESENT, GIFT-64

® PRESENT, GIFT-64, and GIFT-128 are bit permutation—-based AES-like ciphers.

X(0) X(1) X(2) X(3)

X[0] X[1] X[2] X[3] X[4] X[5] X[6] X[7] X[8] X[9] X[10] X[11] X[12] X[13] X[14] X[15]
0123 4 5 67 8 9 1011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 53 a6 57 58 59 60 61 62 63
I I T | I I I I | I I | I I I | I T | I |
SPHESE.NT SPRESE.NT SPRESENT SPRESH\]T SPRESEN'T SPH.ESEN'T SPH.ESE.NT SPRESE.NT SPRESENT SPRE'SH\]T SPRESEN'T SPRESEN'T SPH.ESENT SPHESE.NT SPRESE.NT SPRESENT

MprEsENT g MpRESENT. ' MpRESENT, MprESENT g
Shufpresent

0123 4 5 67 8 91011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 253 54 a6 57 58 59 60 61 62 63
I | I I | I L 111 T I | T I | I I | I I | [ | T I | T I | L 111 I I | I I I | I

SGIFT SGIFT SGIFT SGIFT SGIFT SGIF'T SGIFT SGIFT SGIFT SGIFT SGIFT SGIF'T SGIFT SGIFT SGIFT SGIFT
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Preliminaries

Weight and Minimum Required Rounds for DC/LC Resistances
® Weight

> Negative Logarithm of Probability of Differential Trail (or Squared Linear Correlation of Linear Trail)

W(T) = - log, ﬁPr @rm.x R, T[i}.X’}

=1
® |etn, bethe block size. In general, DC/LC can be mounted with a trail T such that
W(T) < ny.
® \We are interested in the minimum rounds when every trail does not satisfy the above condition.

® Therefore, if the R-round best (minimum) weight as

> np,

we can show that the non-existence of distinguisher for DC/LC in R rounds.
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Preliminaries

Matsui’'s Search Algorithm [Mat95]

® Branch-and-bound Depth-First Search algorithm

> When we search for (R = 2)-round best trails,

it traverses all the possible trails while checking the pruning condition with the knowledge of

1~(R — 1)-round best weights B[1, ..., R — 1].

> This requirement can be satisfied by reclusively applying the algorithm from 2-round.

\f

S0 T[i].W + B[5] < W(T)
B,.;: currently minimum weight.

e Pruning Condition
3202y Tl W + B[5] > e
= W(T) > Bt

.. We don’t need to go further
with T[1, 2, 3].

® Pruning Condition » Application to 8-round best differential trail search,
> Main Speedup Factor Determined
[ R J l Part
( R )| T ThiwW
5 | R ]
D N
= R )
O - ~ Undetermined
QL L R > Part
| R ) > B[5)
( R 3
N R J o J
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Preliminaries

Pruning Condition of Matsui’s Search Algorithm

® Check the pruning condition S—box by S-box.

[ i N e S8y Tl W+ 353 T4 W5] + B4] < W(T)
art

[ i ] f:l Tl W B, ;: currently minimum weight.

[ R ) |+ T

(v e Pruning Condition

SIISIIS )

EEEEG T S THLY) + B > B
S S [EJ S)(s 2i=1 Tl 2_j=0 T[4]- W[j] + Bl4] ¢

= W(T) > Bget
Undetermined
Part

|
[
!

.. We don’t need to go further!

® Stricter pruning condition: Make the left side of the pruning condition bigger.
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Preliminaries

Pruning Condition of Matsui’s Search Algorithm

® Check the pruning condition S—box by S-box.

[

(

Determined
R ] X Part
R )| =3, T W

+ Z?:lﬁ) T[4]. W]

(
181816

Middle <
Part

-

\f

Undetermined

Part

> B4]

>ty TELW + 327 T[4].W[j] + B[4] < W(T)

B,.;: currently minimum weight.

e Pruning Condition
S0 TELW + 32 T[4].W[j] + B[4] > Bset
— W(T) > Baer

.. We don’t need to go further!

® Stricter pruning condition: Make the left side of the pruning condition bigger.
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Accelerating Strategy - 1

Strict Pruning Conditions for AES-like cipher

R /
SELTHW L | R
R I
( (s) (s)(s)(s)(s) (s)(s)(s)(s)
.. ~v JC.m™m JL m  JL ™

-

Middle L Shuf AES-like Structure
Part = Shuf, Sub
N N N N N N N N N N N Y NN N Y

SILSIISIIS)ISIISIIS)IS)(S)IS/IS/[S](S/IS/IS]IS are Commutative

ANV NS N N N N W P N N N N N N N N

s N N N N
" M J M N M AN M /
e N
L Shuf )
e N
R
o J
o
> B3] R
o o v
e N
R
o J
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Accelerating Strategy - 1

Strict Pruning Conditions for AES-like cipher

R
‘ 4 -‘\
iy T[] W L R )
g ™
# input R #input #input
active 5 active 5 active 5

.......C.@@@C@@@

hgjﬂle [ M ] [ M B j [ M B jl ( M B j

5. [s)s)(s) (S)(s)(8)(s) (s)(s)(s)(s) (s)(s)(s)(s)

( Shuf )
v JC.wm JC.m JL ™M ]
p
( Shuf )
e ™
R
. /
. 4 N
> B3] R
; {
N R J
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Accelerating Strategy - 1

Four Subparts in the Middle Part

Middle< ..[ ............... MJ[ ............... M ...... .:;3. ..... 'j'"i ................ M ....... ';',g Jl ............... M ....... i§"'j'

PArt | ey o i e s e s i e S S e S S S S v
R PEEEEEE CEEE
..... {Subpart:% fsubpart4
RO : S : ® Non-bit Permutation-based AES-like Cipher
:..Subpart -1 ;..Subpart -2
o mn—1 r—1 c mn—1
E)T[T]W[J] Zl min W(T[r].X[j] > Y) YN THW + Y Tl Wi+ > 11311\-\-“"(']1“[?‘].?&[]’] > Y)
i= j=c+ i=1 j=0 jmctl
..subpart -3 : S (e (1)) > )
nm—1m-1 ‘ ) " i 8 i 0 = [))n
Z;) ,z:;) ia " (M (T["]'Y“‘))[J] = ) + kzl o( Zl Almk+7]) = W
|.subpart -4 : CB[R-1-1]< B
n-1 m—1
b3 “(Z T[r].Almk + j]) x W max(1,B* -x) ifx#0
k=nm  j=0 where o(x) = and ny = (¢ +1)/m].
0 ife=0
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Accelerating Strategy - 1

For Bit Permutation-based AES-like Cipher -
® When M is a bit permutation,
the partial input can provide the (non-trivial > 1) lower bound for # output active S—-boxes.
Lemma 1. Lel Perm be a bil permutation. For any 0 < ¢ < mn, il is satisfied that S)(s) Plf]gftl
ACT (Perm (Y[0, ..., d] || 0)) < ACT (Perm (Y)), /[ IR Z
where 0 denotes a zero-bit padding. (o /Ej lég\gr?(;

® Thus, we can further consider subpart—4’.
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Accelerating Strategy - 1

For Bit Permutation-based AES-like Cipher

-----------------------------------------------------

Vid dle< ..[. ............... MJE ............... M ............... ']"'f ............... M. ............... 'j ...|. ................ Mj

Part | ot s s, e i e e e e e SRS ST ST e
§91806:0/0/0/8 8/0/0/056/8/0/0
..... <5pr art3 =subpa rt4 |Sub part4
Lsubpart-1 ! subpart:2 : ® Bit Permutation-based AES-like Cipher
ZT[T]WU] > min W(T[r].X[;] A Y)
j=0 j=c+1 r—1 c mn—1
pervnsrnssnssanssaens . Y THELW+ ) T[r] W]+ > 11%111\\7(11“[ ]X[J]—>Y)
;.. subpart -3 =t 7=0 Jer
e np—1m-1 .
3% min WM (T[r1.() ] 5 y) * 2 2 min WM ¥() L] )
R | & ACT (M(T[r Y (maa)[0. ...t~ 1] [ 0)) x IV

+ @(ZT Almk+ 7)) x W +B[R-1-7r] < B,

ACT (M(T[r].Y(nm)[0.....mm = 1] | 0)) x W benat () 10

--------------------------

! subpart-4 1 ifx#0

........... 1 1 where ¢(x) = ,nm = [(e+1)/m], and mpm = ¢+ 1 —mnp.
£S KS .
> (> Tr].Almk +5]) x W - 0 ifz=0

k=np+d(mm) J=0
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Accelerating Strategy - 2

HM
Employing Permutation Characteristics in Trail Search
® Permutation Characteristic
o It was presented originally for invariant subspace attack [LMR15].
o Although permutation characteristics can be used for the attack in a limited way due to key (constant) -additions,
we can ignore them in trail search.
o |t ensures that two different trails have the same weight. = reduced search space
® Concept
Ox1 0x2 0x3 0x4 Rﬁ_ > 0x2 0x3 0x4 0x1
N Y N O O ' N T O N O O O Same Weight
SGIFT SGIFT SGIFT SGIFT SGIFT SGIFT SGIFT SGIFT W(OXl EET_} OX5) \-‘V(OXQ EIET‘_} OX6)
( ; ( x2 297y 0% V(0x3 2T, 0x
'_L__ S A U N e A VA pg) ---‘, Implles '_L__ -- +W(O 2?0 6) +V\F(O 3?0 8)
! + W(0x3 =% 0x8) + W(0x4 === 0x7)
+ W(0x4 S, 0x7) + W(ox1 Sorer, 0x5)
T T T TTIT B TTTTTITT
0x6 0xC 0x3 0x5 oL > 0Oxb 0x6 0xC 0x3

For any sequences of values, there must exist the corresponding word-wise permutated sequence.
~. After trail search from an input active S-box pattern D, we don’t have to consider trails from A (D).
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Accelerating Strategy - 2

Permutation Characteristics

® R-round permutation characteristic: a sequence of A; R B, such that

R R R
A1 — Bl(: Az) — Bz(: A3) > e > BR'

® R-round permutation characteristic only covers (t < R)-round trail search.

® |terative permutation characteristics are needed for the arbitrary round trail search.

R R R R
A; == Bi(= A;) = B,(= A3) 2 > Br(=Aq).

Cryptographic Algorithm Laboratory



R T T T Mok
o R W Rk W B o et e LR\ \J
xrrrfx n N xxxxx ,“...a.rr.., Mk » rr.air Mxrxx Uxfrx x:x”:.u rfrc.u rrrfnﬂ
o W R W AR R T W A
= ff.;f:t.u.axxzﬂ A - ﬁfrdr:rrrn. e xrffrfxr.wrrxr:ff
= frxx.p .»xxfxtixfxx &rfrf o fe.x;. ﬁﬁ/xfrf;frfﬂ:frfﬂrfrt ..,x.p S
A R BT R A W
o - IO A, B WA R W RN
= N R AR R A 00 R RN N Y A M
» o W R ARSI A N
AP B AR AR N PPt WL e Ry |
RSO PRI T A — At I T
oy W R 5wt . W ™ L )
W R PR AN S S T L R D e =
xxxxxf xxrfxrv ”m RIS i R O R ==
> ok » R
W IR 23 AT P WA e =
SN ST ICNITAITNICC ST a
x..,..,r...r ! n.x TR M x......rr At N x:x...xx RO =
R T R L W L G =
W W G W P T A T S A
W e R R _ W o N —
LR LSO R fim) LI i.tr.t .r.t .at t.r .r.: )
LAy LA A w = oW W LE A W T =
.rr..,.x... xfa.r.;. AR N T WL e
EAEN R L L e TR R e i
A T W T W T A
W M.rxr w RS - - R R RN ORI r..,..r R
» RN ~ A Wy Y
R W R T W R AR R R
.:r., f.ﬁr W !if.ﬁ tfr#ﬂ .r.;.#v.,”— x.r..-. .“. trx.xxxf. b xr.., .‘.,r rtrﬁ: .xr.rr«..v .xr.rrr.-.r.:i.:#.r r.- rtr(x.n
) RSN RN RIS LS
ffruxfr W RN rxt.uf.xrn, - ARt

@
(a) GIFT-64
@
(c) AES

Perm
——— B ; DWSE(Perm).
R

Mix

Permutation Characteristics

Ive

M
—— B, extendthemas A —— Band A

* and Rounds R > 2
// Note that there is one more removed vertex for H.
D + DU {from the first head vertex, min(0, |H| + 1 — R) vertices in H}

D + D U {all vertices (word-wise permutations) in H}

3 G < a directed graph regarding the pairs in DWS ﬁi(Perm*) as the edges

Algorithm 2: R-Round Permutation Characteristics of AES-like Cipher
2 iSVVSE‘i(Perm*) + {(A,B) € DWSE(Perm*) : 3X such that (B, X) € DWSE(Perm*)}

4 C <+ the set of connected cyclic subgraphs in GG
5 L < the set of connected linear subgraphs in G

o Find cycles in the corresponding directed graph (vertex - A, B, edge - =).
o All Permutations (vertices) in a cycle can reduce the considered inputs.

® Generate a directed graph and find the cyclic subgraphs

N P
) 2
O < 5
r g o)
() 5
m o o} o
N £ Ean S =
_ © 8. 0 Q Q £
) b S E vl vl T B
T - o R T T = B
m © mu— |- pu @\ I o = m
. — S 50 a S— & 1 B3
mvol N - © b~ w0 o o o
g S 2
o o a
< >
8 O
O
<

Obta



Accelerating Strategy - 2

Iterative Permutation Characteristics of Considered Ciphers

® The number of word-wise permutations on iteratives permutation characteristics is up to 16.

® The number of input active S—box patterns decreases up to 15.77 factors.

Cipher |Atab| | [IDWSE(Perm™)| | IDWSE(Perm™)| | |D| | |OptAtab| | |Atab|/|Opt.Atab)
AES 65,535 6,144 16 16 4,155 15.77
LED 65,535 20 4 4 16,455 3.98
MIDORI-64 | 65,535 7,062,624 576 16 | 4,155 15.77
CRAFT 65,535 20 4 4 16,575 3.95
SKINNY 65,535 20 4 4 16,455 3.98
PRESENT | 65,535 24 1 1 65,535 1
GIFT-64 | 65,535 6,144 16 16 4,155 15.77
GIFT-128 | 2%2-1 n 2313 512 1| 22-1 1
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Performance Comparisons

Performance Comparisons

® Strategy - 1:Accelerate up to 474 factors

® Strategy - 2:Accelerate up to 10 factors

® Both : Accelerate up to 1904 factors
Cipher | s | Round | Trail | Mprew | Mo Mour | 2322 | = | 5
PRESENT 1 2~31 | Dif. | 9.777s 5.131 s 1.91 1 1.91
CTRTe 5rr | o 08 Dif. | 436.242s | 57.235s | 5.627s | 7.62 | 10.17 | 77.52
Lin. 1.0 h 05h | 177.506s | 1.92 | 10.31| 19.79
Dif. | 682h 4.5 h 15.00 1 15.00
GIFT-128 1 2191 1 | 35491 62.0 h 5.72 1 5.72
. N Dif. 1.0h | <0.001s | <0.001s | oo 2.00 00
Lin. 14h | <0.001s | <0.001s | oo 2.00 00
Dif. | 7.393s | 0.033s | 0.008s | 221.34 | 3.98 | 880.11
LED 3.98 23 | Lin. | 24101s | 0051s | 0013s | 47434 | 4.02 | 1004.83
o U Dif. | 0.535s | 0.004s | 0.001s | 130.51 | 6.83 | 891.83
Lin. | 0.084s | 0.002s | <0.001s | 33.44 | 6.25 | 209.00
CRAFT 205 ) Dif. | 235.3h 4.6 h 14 h 50.94 | 3.30 | 168.10
Lin. | 171.3h 3.3h 3.2 h 51.75 | 1.05 | 54.26
Dif. | 291.702s | 11.468s | 2.139s | 25.44 | 5.36 | 136.39
SKINNY-64 | 3.98 26 1 pin | 09h | 164.916s | 35.964s | 19.81 | 450 | 00.86
Dif. | 446.164 s | 52.572s | 24.998 s | 849 | 2.10 | 17.85
SKINNY-128 | 3.98 26 in | 7on 1.0h 0.5h 817 | 2.15 | 17.54
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Toward Most Resistant BOGI-based Cipher

. HM
BOGI Design
® BOGI (Bad Output must go to Good Input) Design
o GIFT is based on this design.
> The fundamental prevention of consecutive single active bit propagations over a trail.
> |t requires a proper combination of S-box and bit permutation.
SPRESENT SPRESENT SpRESENT SpreSENT SerFr Scrrr SerrFr Serer Spoer Spoer Spoer Spocr
BBCBBBCBBBGBBB BBGG BBGG BBGG BBGCG o FRRREE AR T
MPRESEN LS
i [ ] iNoiBL Bimatch) | | |
1 g rot.ororot i)
ob ob ob ob
SPRESENT SPRESEI\JT SPRESENT SPRESEI\]T SGIFT SGIFT SGIFT SGrIFT SBUGI SBDGI SBDGI SBDGI

* S-box and Bit-perm of BOGI-based Cipher
> Such combinations amountto 2,654,208 x 55,296 = 237:09,

- S-box :2,654,208
- 16-bit permutation ({ib, ob} and {LS}) : 96x576 = 55,296
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Toward Most Resistant BOGI-based Cipher
qn M

BOGI-based Cipher

Definition 7. A (16-n)-bit BOGI-based cipher, denoted by BOGI-16-n, is a bit permutation-
based AES-like cipher that is parameterized by the state dimension (m = 4) x n and the
word size w = 4. Each component of the AES-like round function is given as follows.

o Subggeris.n : The parallel application of a BOGI-applicable S-box Sggg; € BS that
has differential uniformity of 6 and linearity of 8.

o Mixgogris.n : The parallel application of a 16-bit permutation Mggg; which is derived
from LS € LS and (ib, ob) € BP(Sgper) as described in Figure 5.

o Shufpgerie.n, : The shuffie layer with opggrie.n(j) =n % (j mod 4) + L%J )

Note that the number of considered Sgpgr is 2,654,208, |LS| = 576, and |BP(Sgoer)| = 96
as we mentioned. Therefore, the number of (16 - n)-bit BOGI-based ciphers is about 237-09,

® Each combination gives a (16- n)-bit BOGI-based cipher with a proper shuffle layer.

® Therefore, each version amounts to 23799,

0123 4 5 6 7 8 9 1011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 20 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 b4 55 56 5T 08 59 60 61 62 63
1111 | | 1111 I | L 111 | 1111 1111 I | L 111 | L 111 | I | I | I |
S u bBOGI 64 SBCICIG4 SEDG164 SECICIG4 SBOGI(M SBGGISJl SBCICIS4 SEOGHM SBCICIG4 SBUGIS4 SBOGIGJI SBUGIS4 SBOGIM ‘ SBOG[GA ‘ SBDGIS4 SBOGIGA ‘ SBDGIS4

Mixgoc1ea |
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Toward Most Resistant BOGI-based Cipher

DC/LC-Equivalent BOGI-based Cipher

® Deduce DC/LC-equivalence classes between super boxes = # BOGI-based ciphers for each block size is same.

o DDT-Equivalence :|Sub| = 2,654,208 > 10,398 (We don’t specify the shuffle layer)
> (LS)-Equivalence LS| = 576 = 24
o (ib,S,0b)-Equivalence : [Sub| X |Mix| = |Sub| X [LS| = 1,728 X 24 = 41,472

SBOGI SBDGI SBOGI SBDGI 5;30(}1 SEDGI 5;30(}1 5;30(;[
B :-;-;.i_b_u__1..::_».-4.i_b_w__g..::-;-;.i_b_w__l..::-u._;i_b_w__x... DC/LC' T_ 1 L. 1. J1_ 1 I 1.  J- L. I_J T _[_I_1I

E ik Rl T T ke KT E e ket il Rl i bt ottt Rkl Tk E q u iV a | ent | E

1TV TV TITITYE T | |

LELL L i LT 1L ; ;

OB ‘‘‘‘‘ ° -b'r-—l—:: ----- ° -b ----- I:-\-—/-O—b ----- I: ----- ° -b'r—-\-: "\"F'T"\"'\"T'T"I'"\"T'T"\'" Tt re
Sgocr Spocr Ssocr Skocr S;BOGI S:EBDGI 5;300.1 ;30GI

1,728 X 24 =

0123
1111

1
SU bBOG164 ‘ SBCICIG4 ‘ ‘ Seocres BOGIEL ‘ BOCIEL 'BOGIE4 BOGIEL 'BOGIEL BOGT! 'BOGIEL ‘ ‘ BOGT BOCIEL ‘

Mixgoc1ea |

——

Cryptographic Algorithm Laboratory



Toward Most Resistant BOGI-based Cipher

Trail Search on BOGI-based Cipher

® Strategy - 1:Use the Pruning Condition for Bit Permutation-based AES-like Cipher

® Strategy - 2:Obtaining Permutation Characteristics for Each Version
o BOGI-64 :Upto 15.77 factor

o BOGI-128 :Upto 32 factor

BOGI-16 - n Combinations Trail Type Rounds Min Elapsed Avg Elapsed Max Elapsed
Differential - 0.001 s 0.016 s 1.261 s
BoGl-16 Linear 2~ 15 <0.001 s 0.003 s 0.11 s
Differential - 0.001 s 0.072 s 4.622 s
BOGI-32 147 Linear 2~ 15 0.001 s 0.03 s 1.229 s
BOGI-64 ’ Differential 5 13 0.004 s 29.508 s 0.5 h
Linear ' 0.002 s 40.618 s 1.3 h
Differential 0.011 s 1.5 h 450.9 h
BOGI-128 Linear 2~ 1 0.004 s 0.9 h 156.4 h
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Toward Most Resistant BOGI-based Cipher

Trail Search on BOGI-based Cipher

® Strategy - 1:Use the Pruning Condition for Bit Permutation-based AES-like Cipher

® Strategy - 2:Obtaining Permutation Characteristics for Each Version
o BOGI-64 :Upto 15.77 factor
o BOGI-128 :Upto 32 factor
® There exist better combinations than GIFT-64 and GIFT-128 in terms of DC/LC-resistance.

> Only replacing the existing bit permutation even allows fewer rounds.

Block Minimum Required Rounds to Prevent Efficient Trails for DC/LC
Size With Replacement of With Replacement of
GIFT-b*

(b-bit) Bit Permutation Bit Perm. and S-box

16-bit 6 rounds 6 rounds 5 rounds
32-bit 10 rounds 10 rounds 8 rounds
64-bit 14 rounds 13 rounds (1 Round) 12 rounds (2 Rounds Fewer)
128-bit 22 rounds 20 rounds (2 Round) 19 rounds** (3 Rounds Fewer)
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‘Best Weights of 64-bit BOGI-based Ciphers

Toward Most Resistant BOGI-
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Toward Most Resistant BOGI-based Cipher

‘Best Weights of 128-bit BOGI-based Ciphers
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Conclusion

® We attempted to optimize Matsui’'s Search Algorithm with two strategies.

® Moreover, taking advantage of the optimization,
we obtain the first analysis results of best trail of full-round GIFT-128 and

investigate the most DC/LC-resistant BOGI-based ciphers.

® Our implementations, codes, and analysis results can be found publicly in

https://github.com/jeffgyeom/Best-Trail-Search-on-AES-Like-Ciphers.
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