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Criteria

2

Power/Energy

Throughput

Area

Latency

Heuristics

Exhaustive
Search

Linear

Non-linear

Our work
In this paper, our work mainly focuses on the area of linear layers.
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Motivation and Contribution
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AES round function
An example1 1 1 1 1

0 1 1 1 1

0 0 0 1 1



y0 = x0 ⊕ x1 ⊕ x2 ⊕ x3 ⊕ x4

y1 = x1 ⊕ x2 ⊕ x3 ⊕ x4

y2 = x3 ⊕ x4

8 XOR gates -> 16 GE

y2 = x3 ⊕ x4

y1 = x1 ⊕ x2 ⊕ y2

y0 = x0 ⊕ y1

4 XOR gates -> 8 GE
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Motivation and Contribution

Previous Work
Paar’s work (first work)
Boyar et al. (efficient algorithm)
Siwei Sun et al. (depth limitation)
Quanquan Tan et al., Zejun Xiang et al., · · ·

XOR2,
XOR3,
XOR4
……

A proper circuit

Further Work – Multi-Input Gates
Directly search. (Baksi et al.) (Too large search space)
Transform strategy. (Banik et al.) (Requiring more candidates)

Liu et al. (Shandong University) More Inputs Makes Difference FSE 2023 8 / 34



Motivation and Contribution

Previous Work
Paar’s work (first work)
Boyar et al. (efficient algorithm)
Siwei Sun et al. (depth limitation)
Quanquan Tan et al., Zejun Xiang et al., · · ·

XOR2,
XOR3,
XOR4
……

A proper circuit

Further Work – Multi-Input Gates
Directly search. (Baksi et al.) (Too large search space)
Transform strategy. (Banik et al.) (Requiring more candidates)

Liu et al. (Shandong University) More Inputs Makes Difference FSE 2023 8 / 34



Motivation and Contribution

Contribution
The transforming framework (n to n+ 1)
The graph extending algorithm
Application to many linear layers of block ciphers (2/3/4-input
XOR gates)

A given circuit 
(m-input XOR)

Equivalent circuit 1

Equivalent circuit 2

Equivalent circuit 3

Equivalent circuit 4

Equivalent circuit 5

New circuit 1
(m+1)-input XOR

New circuit 2
(m+1)-input XOR

New circuit 3
(m+1)-input XOR

New circuit 4
(m+1)-input XOR

New circuit 5
(m+1)-input XOR
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Experiment: 5500 matrices
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New Aspects for SLP Problem

SLP Problem
The Shortest Linear Program (SLP) problem is defined as finding a
solution with the minimum number of XORs to compute the
multiplication of an m × n constant matrix A over F2.

Finding Solutions
It’s NP-hard, and no efficient algorithm can solve it exactly.

Optimization
Computational geometry
Operations research
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New Aspects for SLP Problem

New Problem
The minimum XORs vs. the lowest area

SLPA Problem (SLP problem with the lowest Area)
Given the cost λi (1 ≤ i ≤ ϵ) of every operation, the metric is defined
as

min(λ1e1 + λ2e2 + . . .+ λϵeϵ),

where ei counts the number of the i-operation.

ϵ-operation (ϵ ∈ N): an operation containing ϵ 2-input xor gates.
1-operation: XOR2, 2-operation: XOR3, 3-operation: XOR4
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Directed Acyclic Graph

Directed Acyclic Graph (DAG)
A directed acyclic graph is a directed graph that has no cycles.

Topological Ordering
The topological ordering TG of a directed acyclic graph G is an ordering
of its nodes into a sequence.
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An Example


1 1 0 0 1 1 0 0

0 0 1 1 0 1 1 1

1 1 1 1 0 0 0 0

0 0 0 0 0 1 1 1

0 0 0 0 1 0 1 1



t8,0,1, t9,2,3, t10,4,5, t11,6,7, t12,8,9, t13,9,10, t14,4,11, t15,5,11, t16,12,13, t17,13,14,

It requires 10 XOR gates.
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Single Graph and Extended Graph

Single Graph and Extended Graph
The single graph is a directed graph so that each non-unit node has
only one implementation.
The extended graph is the directed graph so that each node can have
more than one implementation.

t8,0,1, t9,2,3, t10,4,5, t11,6,7, t12,8,9, t13,9,10, t14,4,11, t15,5,11, t16,12,13, t17,13,14.

(1)

t8,0,1, t9,2,3, {t10,4,5, t10,14,15}, t11,6,7, t12,8,9, t13,9,10, {t14,4,11, t14,10,15},

{t15,5,11, t15,10,14}, {t16,12,13, t16,8,10}, {t17,13,14, t17,9,15}.
(2)
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Generating the Extended Graph
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Splitting the Extended Graph

t8,0,1, t9,2,3, t10,4,5, t11,6,7, t12,8,9, t13,9,10, t14,4,11, t15,5,11, t16,12,13, t17,13,14.

The single graph

t8,0,1, t9,2,3, {t10,4,5, t10,14,15}, t11,6,7, t12,8,9, t13,9,10, {t14,4,11, t14,10,15},

{t15,5,11, t15,10,14}, {t16,12,13, t16,8,10}, {t17,13,14, t17,9,15}.

The extended graph

32 single graphs
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Further Optimization

Removing Redundant Nodes
After splitting the extended graph, the nodes in different single graphs
may have different in-degrees and out-degrees.
The out-degree 0 means that the node is not used to generate other
nodes.

Property
Given a DAG, if out(u) = 0, u must be the target node or the
redundant node.

32 graphs: 18 with 10 XORs, 12 with 9 XORs, 2 with 8 XORs.
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Final Results

Wrong Graph
The wrong graph is an incorrect circuit for the
corresponding matrix, which usually contains the
cycles in the graph. Unit nodes cannot generate
the nodes in the cycle.

a

b

c

d

e

f

g h
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Algorithm

1. Generate the extended graph.
2. Split the extended graph.
3. Remove redundant nodes.
4. Delete wrong graphs.
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Transforming Framework

Limitation
If we use gϵ-XOR metric, only i-input (i ≤ ϵ+ 1) xor gates can be used.

Transformation
λ1e1 + λ2e2 + ...+ λn−1en−1 to λ1e

′
1 + λ2e

′
2 + ...+ λn−1e

′
n−1 + λne

′
n
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Transforming Framework

Question 1
Which node can be removed?

Question 2
How to remove one node?

Question 3
Which node should be removed first when both nodes can be removed?
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Question 1: Which Node can be Removed?

Proposition
Suppose that the circuit is with the gϵ-XOR metric and in(u) = j.
Only when the in-degree k of every node in O(u) is not greater than
ϵ+ 2− j, can we remove u.

u can be removed.
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Question 2: How to Remove One Node?

Proposition
Let N be the maximum value such that (N+ 1)λ1 −Nλ2 > 0 holds.
Given a circuit with XOR2 gates, it can reduce the cost by removing the
nodes with out-degree n (n ≤ N).

u = a ⊕ b

v = u ⊕ c

w = u ⊕ d

Condition: 3λ1 − 2λ2 > 0.

v = a ⊕ b ⊕ c

w = a ⊕ b ⊕ d

The area of the new circuit is 2λ2 < 3λ1.
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Question 3: Which Node should be Removed first

Proposition
Suppose that the upper bound is N. If out(u) = m and out(v) = n

(n < m ≤ N), removing v will reduce more cost than u.

The out-degree of u is m.
The out-degree of v is n.
We have m > n.
We remove v first.
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3-Input XOR Gate
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4-Input XOR Gate
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4-Input XOR Gate
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Application

Conclusion
The transforming framework
The graph extending algorithm
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Thanks for Your Attention!
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