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Lightweight Cryptography

Applications

@ Internet of Things

o Radio-Frequency Identification tags
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Lightweight Cryptography

@ The circuit size
@ The power consumption

@ The latency
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Lightweight Cryptography

@ Designing Lightweight Primitives

@ Optimizing Existing Implementations
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In this paper, our work mainly focuses on the area of linear layers.
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@ Motivation and Contribution
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Motivation and Contribution
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Motivation and Contribution
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Motivation and Contribution
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An example
Y2 =XxX3D x4
T 1 1 11
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o1 1 11
00011 Yo =X By

4 XOR gates -> 8 GE
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Motivation and Contribution

Previous Work

e Paar's work (first work)
@ Boyar et al. (efficient algorithm)
@ Siwei Sun et al. (depth limitation)

@ Quanquan Tan et al., Zejun Xiang et al., - -

A proper circuit
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Motivation and Contribution

Previous Work

@ Paar’s work (first work)
@ Boyar et al. (efficient algorithm)
@ Siwei Sun et al. (depth limitation)

@ Quanquan Tan et al., Zejun Xiang et al., - -

A proper circuit

Further Work — Multi-Input Gates

@ Directly search. (Baksi et al.) (Too large search space)

o Transform strategy. (Banik et al.) (Requiring more candidates)
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Motivation and Contribution

Contribution

@ The transforming framework (n to n + 1)
@ The graph extending algorithm

@ Application to many linear layers of block ciphers (2/3/4-input
XOR gates)

New circuit 1

. D
Equivalent circuit 1 (m+1)-input XOR

J

New circuit 2

: aa
Equivalent circuit 2 (m+1)-input XOR

[ [ J

[ - J

[ ) [ New circuit 3 }

E [ J
[

A given circuit A s
Equivalent circuit 3 )

New circuit 4

) a—
Equivalent circuit 4 | (m+1)-input XOR

Equivalent circuit 5 ) LU
q Y (m+1)-input XOR
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Experiment: 5500 matrices
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© New Aspects for SLP Problem
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New Aspects for SLP Problem

SLP Problem

The Shortest Linear Program (SLP) problem is defined as finding a
solution with the minimum number of XORs to compute the
multiplication of an m x n constant matrix A over [F;.
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New Aspects for SLP Problem

SLP Problem

The Shortest Linear Program (SLP) problem is defined as finding a
solution with the minimum number of XORs to compute the
multiplication of an m x n constant matrix A over [F;.

Finding Solutions

It's NP-hard, and no efficient algorithm can solve it exactly.
@ Optimization

o Computational geometry

@ Operations research
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New Aspects for SLP Problem

New Problem
The minimum XORs vs. the lowest area

SLPA Problem (SLP problem with the lowest Area)

Given the cost A; (1 < i < €) of every operation, the metric is defined
as

min(Aje; + Azes + ...+ Acee),

where e; counts the number of the i-operation.

e-operation (e € N): an operation containing € 2-input xor gates.
1-operation: XOR2, 2-operation: XOR3, 3-operation: XOR4
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Directed Acyclic Graph

Directed Acyclic Graph (DAG)
A directed acyclic graph is a directed graph that has no cycles.
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Directed Acyclic Graph

Directed Acyclic Graph (DAG)
A directed acyclic graph is a directed graph that has no cycles.

Topological Ordering

The topological ordering Tg of a directed acyclic graph G is an ordering
of its nodes into a sequence.
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@ Graph Extending Algorithm
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An Example

11001100
oo 1T 10111
11110000
0 00O0O0TTI1
00001 O0T1

t8,0,1y %923, 10,45, t11,6,7, t12,8,9, £13,9,105 t14,4,11, t15,511, ti6,12,13, T17,13,14,

It requires 10 XOR gates. J
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Single Graph and Extended Graph

Single Graph and Extended Graph
The single graph is a directed graph so that each non-unit node has

only one implementation.
The extended graph is the directed graph so that each node can have
more than one implementation.

30,15 t9.2.3, t104,5, t11,6,7, 112,89, 113,910, t14.4,11, t155.11, t16,12,13, t17,1314-

(1)

80,1, t9,2.3,{t10,4,5, t10,14,15}, t11,6,7, 112,8,9, 13,9105 {t14,4,11, t14,10,15} )

{t15,5,11, t15,10,14} {t16,12,13, t16,8,10} {t17,13,14, t17,9,15}-
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Generating the Extended Graph

Algorithm 1 GenerateExtendedGraph()

Tnput: A single graph G, and the operation op (2 or 3)
Output: An estended gruph Ge
Rg, = GetReachabilitySet(G,)
if TopologicalOrdering(G,) =
return error

end if
T = Topological Ordering(G, )
G. G,
for i from 1 to | T'| —1 do & Checking whether two nodes has the same value
u="T[i
for j from i+ 1to | T | do
v="T[j]

if =0 then
Remove v and let the origin of each edge whose origin is v be u
end if
end for
end for
for cach u € G, do
if u is not unit node then
Ao
for each v € G, /{u} do
if v not in R, then
A+ Au{v}
end if
end for
if (| Al<2and op=2)or (| A|<3andop=3) then
Continue

end if

for w,v € A(w # v) do
if u=w @ v and u has not the implementation (w,v) then

Add (w,v) for u in G, & Adding a new implementation for u

end if
end for

for w,v,p € A(w # v #p) do > Using XOR3

if u=w v ®p and u has not the implementation (w, v, p) then

More Inputs Makes Difference

& Checking the cycles

reachability sets

& Generating the estended graph G,

> The available set of all the nodes

> Using XOR2

ty, ty {ts, t12, tig}
to,ts {ta, t1a, tra, tie, iz }
!4 {!lﬂ'!lii'ili'ilﬁ'il?}
Is {tw, a3, b5, b, trr }
tg, tr {tu.tis, bis, iz}
ty {t1a, tis}

tg {t12. tra. bre. ta7}
g {13, b, tir}
iy {14, tis. b7}
tyz {ﬁu}

t1a {tis, tiz}

iy [

Jv.p) for u in Ge & Adding a new implementation for u




Splitting the Extended Graph

t8,0,1yt9,2.3, t10,4,5, t11,6,7, t12,8,9, t13,9,105 t14,4,11, t15,5,11, t16,12,13, t17,13,14-

The single graph

8,0,15 19,23, {t10,4,5, t10,14,15}, t11,6,7, £12,8,9, 113,9,10, 1t14,4,11, t14,10,15}

{t15,5,115 t15,10,14} {t16,12,13 t16,8,10}, {t17,13,14, t17,9,15}

Gyt

G

G-‘i:il :

81

G,

The extended graph

t8.0.1,f0,2.3,t10,4,5,t11,6,7, £12.8 9, 139,10, L14,4,11, 155,11, t16,1 2,13, T17,13,14,
18,0,1,9.2.3, 11 6.7, 12.8,9, 139,10, t14,4,11, t15,5,11, £10,14,15, L16,12,13, t17,13,14,
t80,1,%9,2,3,t10,4,5,t11,6,7, 112,89, 139,10, t15,5,11, t14,10,15, £16,12,13, t17,13,14,

t8,01.f0.2.3, 111,67, 112,89, t13.010, £10,14,15, t14,10,15, £15,10,1 4, 116,8,10, T17,0,15.

32 single graphs
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Further Optimization

Removing Redundant Nodes

After splitting the extended graph, the nodes in different single graphs
may have different in-degrees and out-degrees.

The out-degree 0 means that the node is not used to generate other
nodes.
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Further Optimization

Removing Redundant Nodes

After splitting the extended graph, the nodes in different single graphs
may have different in-degrees and out-degrees.

The out-degree 0 means that the node is not used to generate other
nodes.

Property

Given a DAG, if out(u) = 0, u must be the target node or the
redundant node.
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Further Optimization

Removing Redundant Nodes

After splitting the extended graph, the nodes in different single graphs
may have different in-degrees and out-degrees.

The out-degree 0 means that the node is not used to generate other
nodes.

Property

Given a DAG, if out(u) = 0, u must be the target node or the
redundant node.

32 graphs: 18 with 10 XORs, 12 with 9 XORs, 2 with 8 XORs.
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Final Results

Wrong Graph

The wrong graph is an incorrect circuit for the
corresponding matrix, which usually contains the
cycles in the graph. Unit nodes cannot generate
the nodes in the cycle.

Reduced graph 1 | #50.1,%9.2.3, t10,4.5, t11.6.7, t12.8.9, t14.4.11, 15,5,11, E16.8,10, t17,9.15,
Reduced graph 2 | #501,%02.3,t1167,t12.80, t14,4,11, t15,5,11, t10,14,15, £16,8,10, 17,015,
Reduced graph 3 | t50.1,%0.2.3, t10,4,5,11.6.7, t12.8.9, 15,511, f14,10,15, t16.8,10, t17,0,15,
Reduced graph 4 | #50.1,%9.2,3, t10,4,5:t11,6.7, t12.89.t14,431, 15,10,14; t16,8,10, L17,9,15-

Liu et al. (Shandong U
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Algorithm

Algorithm 2 ExtendGraph2()
Input: A single graph G,
Output: The set G, containing all the reduced graphs

G = GenerateExtendedGraph(Gy, 2) > The extended graph

Go = SplitExtendedGraph(G.) > Generating the single graphs

for each G, € G2 do » Removing additional nodes
(G, = RemovingRedundantNodes(G.)

end for

for each GG, € G2 do > Deleting wrong graphs

if TopologicalOrdering((,.) = error then
Gr ¢ Go/{G,)
end if
end for
return G,

1. Generate the extended graph.
2. Split the extended graph.

3. Remove redundant nodes.
4

Delete wrong graphs.

™ mid = — -y
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Outline

© Transforming Framework
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Transforming Framework

If we use ge-XOR metric, only i-input (i < e+ 1) xor gates can be used.

Transformation
Arer + A€ + ...+ An_jen_1 to Ae] +Aze5 + ... + An_te)_; + Anel
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Transforming Framework

Which node can be removed?
How to remove one node?
Which node should be removed first when both nodes can be removed?
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Question 1: Which Node can be Removed?

Proposition

Suppose that the circuit is with the g.-XOR metric and in(u) =j.
Only when the in-degree k of every node in O(u) is not greater than
€ + 2 —j, can we remove u.

U can be removed.
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Question 2: How to Remove One Node?

Proposition

Let N be the maximum value such that (N + 1)A; — NA; > 0 holds.
Given a circuit with XOR2 gates, it can reduce the cost by removing the
nodes with out-degree n (n < N).

u=adb

v=udc

w=udd
Condition: 3A1 —2A; >0

v=adbdc
w=adbhpd

The area of the new circuit is 2A) < 3A;.
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Question 3: Which Node should be Removed first

Proposition
Suppose that the upper bound is N. If out(u) = m and out(v) =n
(n < m < N), removing v will reduce more cost than w.

The out-degree of w is m.
The out-degree of v is n.
We have m > n.

We remove v first.
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3-Input XOR Gate

Liu et al.

(Shandon

Algorithm 3 EGT2()
Input: A single graph G,
OQutput: A set G3 containing all the reduced graphs with 2/3-input xor gates

Gy = ExtendGraph2(G) & Containing the reduced graphs with XOR2 gates
N«0 > The upper bound
while (N +1) + 1)\ — (N + 1), > 0 do

N&N+1
end while

for each G, € G, do © Removing nodes
T = TopologicalOrdering(G,)
The set U containing all the target nodes in G,
n+1
while n < N do
for each node u in 7 do
if w @ U, out(u) =n,and O(u) "YU = ¢ then
We remove u, delete corresponding edges, and add n operations in G,
Put the nodes in O(u) into U
end if
end for
n<n+l
end while
Gy + G3U{G,}
end for
return Gs;

More Inputs Makes Difference



4-Input XOR Gate

(W O, (W
® @ (@ W ® @
@D®© (@ @ ® © W
® @ ® 1[® 6 © ® © ©
® ® q eeow °°°“
@O OO
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4-Input XOR Gate

u et al

(Shando

Algorithm 4 EGT3()

Tnput: A single graph G,
Output: A set Gy containing all the reduced graphs with 2/3/4-input gates

G ¢
Gy
G, = EGT2(G.)
for each graph G, in G do
G' =EGT3(G,)
for cach graph G in G’ do
Gs + Gy U{G}
end for
end for

+1)(A = A3) >0 do
Ny Ny +1
end while
while \; + \
Ny Nyt 1
end while
for each G, € Gy do
T = Topological Ordering(G.)
The set U containing all the target nodes in G,
nymy 1
while ny < Ny or ny < N do
for each node u in 7 do
if ny < Ny, u matches Type 1, O(u) NU = ¢, and u ¢ U then
Remove u, delete corresponding edges, and add edges from I(u) to O(u)
Put the nodes in O(x) into U
end if
if 72 < Na, u matches Type 2, O(u) N\U = 6, and u ¢ U then
Remove u, delete corresponding edges, and add edges from I(u) to O(u)
Put the nodes in O(u) into U
end if
end for
ny ¢ nyp+1
ny ¢ ny+ 1
end while
G+ G U{Ga}
end for
return G,

2 -min((Az = A1), (s = Az)) > 0 do

> Removing nodes

More Inputs Makes Difference
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@ Application
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Application

Matrix XZLpZ [BDK*+21]® [BFI21]® XZLBZ+DBFI*  XZLBZ+EGT2" XZLBZ+EGT3®

AES [DR20] 306.3 (92)  258.0 (12.47) 2603 (30,28)  250.0 (26,37)  255.0 (20,34)  243.0 (22,21,12)
ANUBIS [BR00] 320.6 (99) 2742 (1.51) 2030 (60,20)  270.3 (35,33) 270.3 (35,33)  253.6 (21,24,12)
IFIA My [SSA*07] 3) 27163 (13,49) 2930 (60,20) 2 270.9 (31,36)  258.9 (23,16, 18)

) )

)

M, [SSA*0T7] 298.9 (3,62) 204.3 (38, 36) 283.6 (32,38 270.2 (20, 27,13

FOX MU4 [1V04] - 353.5 (46,43) 3742 (48,46)  372.2 (46,47) 347.5 (32, 26,20
JOLTIK [INP15] 122.5 (6,22) 1278 (16,16) 1265 (10,20)  123.8 (12,18) 115.8 (9,12,5)
MIDORI [BBI* 15) 74.5 (0,16) 71.9 (16,4) 719 (16,4)  71.9 (16,4) T1.9 (16,4,0)
PRINCE My, M, [BCG*12] 74.5 (0,16) 71.0 (16,4)  T1.9(16,4)  7T1.9 (16,4) T1.9 (16,4,0)
PRIDE Ly — Ly [ADK*14] 74.5 (0,16) 71.0 (16,4)  71.9 (16,4)  7L.9 (16,4) T1.9 (16,4,0)
QARMA 128 [Aval7] - 1458 (34,7) 145.8 (34,7)  144.5 (28,11)  144.5 (28,11,0)
QARMAG4 [Aval7] 74.5 (0,16) 71.9 (16,4) 719 (16,4)  71.9 (16,4) T1.9 (16,4,0)
SMALLSCALE AES [CMRO5] 143.1 (43)  111.8 (0,24) (10,13)  123.8 (19,13)  121.8 (17,14) 1184 (5,9, 10)
"

TWOFISH [SKW T08] 369.6 (111)  317.5 (17.56) 9 (43,

2) 312 5)  306.0 (25,48)  293.5 (13, 28,20)

@ Using 2-input xor gates.
b Using 2/3-input xor gates.
¢ Using 2/3/4-input xor gates.

@ The transforming framework

@ The graph extending algorithm
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Thanks for Your Attention!
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